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More than three billion users use the Internet in various economic, commercial, cul-
tural, social, and governmental fields. The XYZ Foundation is a non-governmental
organization with more than one hundred thousand donors, and its partners also use
the Internet for their operations, including online zakat and alms transactions. Increas-
ing the use of online transactions also increases the opportunities for cybercrime. Vul-
nerability testing is required to observe information security in the XYZ foundation's
online zakat and alms transactions. The OWASP vulnerability testing method is one
of the most widely used. This study uses the top 10 OWASP 2021 vulnerability tests
on the XYZ foundation's online zakat and alms transaction websites. This research

shows that one aspect has a medium risk, one is low, and eight are shallow. Based on
these results, the weak aspects of online zakat and alms transactions in the XYZ foun-
dation must be immediately improved.

This is an open access article under the CC BY-SA license.

[Noe
1. Introduction

The XYZ Foundation is a non-governmental organization that manages the collection and
distribution of zakat and alms in Indonesia [1]. The XYZ Foundation has more than one hundred
thousand donors and partners spread across Indonesia. It extensively uses information technology in its
activities with donors and partners and uses an e-zakat service to facilitate transactions with its donors
[2]. An organization specializing in cybersecurity can attain a high level of standing and numerous
accomplishments, as these successes are directly linked to the company's ability to safeguard personal
and customer data from competitors and malicious actors such as hackers and cybercriminals. To ensure
the safety of its assets and clients, a company or organization must prioritize robust security measures
and continuously improve its defenses [3].

Information security has become a top priority for organizations due to the rising threats in the
digital landscape. The OWASP Top 10 framework, particularly the 2021 version, provides updated
insights into the most critical security risks that web applications face. By researching information
security evaluations based on the OWASP Top 10, organizations can align with Global Security
Standards. The OWASP Top 10 is widely recognized as an industry standard for web security, offering
organizations a reliable benchmark for improving their defenses. Organizations can also address
Modern Security Challenges: The 2021 update reflects emerging vulnerabilities like Server-Side
Request Forgery (SSRF), which has been increasingly exploited. Assessing organizations using this
updated framework protects them against old and new threats. Also, organizations can tailor security
improvement by conducting evaluations using the OWASP Top 10. This allows organizations to
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pinpoint and address specific vulnerabilities through targeted interventions, ultimately safeguarding
sensitive data and maintaining trust [4].
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Figure 1. CIA Triad of information Security

The CIA trinity of secrecy, integrity, and availability is fundamental to information security.
Information security centers on three fundamental security aspects. The CIA triad constitutes the
fundamental information security framework, with alternative models exhibiting aspects inherent to the
CIA triad [5]. The traditional CIA triad poses a significant inquiry: it regards all three security traits as
equivalent when, in actuality, interdependence exists among them. Dependency can exist even in its
absence [6].

Web application vulnerability assessment solutions are available as open-source and private
software. They can automate the vulnerability testing process and function across many operating
systems [7]. Vulnerability assessments may be conducted either manually or automatically. Most
vulnerability assessment systems can autonomously scan and evaluate vulnerabilities, generating
comprehensive reports to mitigate exploitable weaknesses against cyber threats. Moreover, these
technologies gather comprehensive vulnerability data from online databases, enhancing subsequent
vulnerability assessment processes. Most web application vulnerability assessment solutions gather data
from within the web application to find exploitable flaws. Upon the tool's completion of all activities,
the identical procedures are reiterated to enhance the precision of randomizing attacks on web
applications [8].

Previous research conducted with Security Analysis on Websites Belonging to the Health Service
Districts in Indonesia Based on the Open Web Application Security Project (OWASP) Top 10 2021. Of
the eleven vulnerabilities discovered, nine vulnerabilities were successfully exploited by following the
WSTG 4.2 guidelines. By using the OWASP Risk Assessment Calculator, four vulnerabilities have a
medium severity level, and five others have a low severity level. Based on these findings,
recommendations for improving each vulnerability are given [4].

Other research was conducted using the Security Evaluation of the Insurance Portal Agency
Information System based on ISO/IEC 25010 Quality Standard Utilizing OWASP ZAP. The objective
is to suggest security enhancements and draw comparisons between the two. The testing of 1ISO 25010
is segmented into several phases: identifying security characteristics, establishing measurements,
assessing security on two application portals, conducting evaluations and comparisons, and providing
recommendations. Testing revealed that the older portal outperforms the newer version in confidentiality
and integrity despite the latter's advanced technology. However, the new portal excels in authentication,
and both applications demonstrate high scores in accountability. Given the absence of digital signatures,
both portals must enhance the non-repudiation characteristic. Based on the analysis, additional
recommendations are made to improve the security of both applications [9].
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The proxy is a crucial component of web vulnerability assessment tools, enabling access to web
applications. The Burp Suite, created by PortSwigger Co., Ltd., is among the most prevalent proprietary
tools for web vulnerability assessment. Acunetix is a proprietary vulnerability assessment tool that uses
powerful crawling techniques to identify vulnerabilities in online applications. Conversely, OWASP
ZAP is an open-source web vulnerability assessment tool created by the Open Web Application Security
Foundation (OWASP), a non-profit organization engaged in various web security enhancement
initiatives. OWASP is renowned for its top 10 vulnerability rankings. SQL injection, Cross-Site
Scripting (XSS), and Cross-Site Request Forgery (CSRF) are prominent web vulnerabilities listed in the
OWASP Top 10 of 2021 [10].

2. Methods

Analyzing the web application under test is important for determining the testing approach. The
user environment, development platform, version used for deployment, possible weaknesses or access
points in the target web application, appropriate test settings, and tool selection are important factors
that must be identified and derived from.

S ™
* Target: Web Application Under Scanner
» Development Platform (i.e. OS5, Programming Language, Database, etc.)
* Known Vulnerabilities based on the Development Platform of a Target

= Possible Threats of a Target Web Application

» OWASP Top 10 list of Vulnerabilities
= The Weaknesses and Point of Entries in a Target Web Application
» Set of required Penetration Tests on a Target Web Application

» Selection of Vulnerability Assessment Tools (at least 2 tools) )

# |nstall and Configure the selected set of Vulnerability Assessment Tools
» Add or Enable plug-ins in the tool for a particular Penetration Test

= Customize Test Parameters in the set of tools

* Deploy Selected Penetration Tests on Target using Selected Set of Tools

» After test completion, Generate Report in required output file format
» Classify result based on the risk involved.

» |dentify Threat Severity based on a target web application’s usage
REPORT B Submit Report to concerned stakeholders for further action

€€«

Figure 2. Research methodology

Figure 2 shows the recommended testing methodology to perform vulnerability assessment testing
on the target web application in four phases: identifying, analyzing, testing, and reporting. Identifying:
The first stage involves identifying all components of the system or software to be tested. They include
applications, servers, networks, and system configurations [11]. Identification also includes collecting
information about the technology used in the system, such as the software version, operating system,
and hardware. Analysis: After identification, the next step is to carry out an analysis of the information
that has been found. This includes the evaluation of potential vulnerabilities based on the information
gathered. The analysis also involves determining the level of risk associated with each discovered
vulnerability, such as the impact and probability of exploitation. Testing: The testing phase involves
concrete actions to evaluate whether vulnerabilities identified in the analysis phase can be exploited.
During testing, researchers try to find ways to exploit the vulnerability, try penetration techniques, and
perform a series of test scenarios to test whether the system or software can be hacked. It is important
to conduct testing carefully and ethically to ensure that discovered vulnerabilities are not used for
malicious purposes. Reporting: After the identification, analysis, and testing stages were completed, the
final step was to create a detailed vulnerability report. Vulnerability reports typically contain information
on discovered vulnerabilities, including a description of the vulnerability, risk level, recommended
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remediation steps, and evidence supporting the findings. This report will be submitted to the owner of
the system or software under test so that they can take necessary actions to fix the vulnerability and
improve the security of their system [12]. During this process, it is essential to maintain the integrity
and confidentiality of the data being tested and to operate by the ethical and legal standards applicable
to information security.

The Open Web Application Security Project (OWASP) is an organization that focuses on software
security. It released the "OWASP Top 10" list, which includes the 10 most critical and common software
security vulnerabilities. This list has been periodically revised to reflect changes in software security
threats [13]. There have been several years of OWASP Top 10 releases. (1) OWASP Top 10 2004. This
is the first release of the OWASP Top 10, which provides insight into 10 common vulnerabilities
encountered in web applications. (2) OWASP Top 10, 2007. This release is an improvement on the
previous list and reflects changes in software security threats. (3) OWASP Top 10 2010. 2010 saw
another revision of the OWASP Top 10, with further changes in emphasis on the most frequently
exploited vulnerability. (4) OWASP Top 10, 2013. This release includes further changes in the
vulnerability rankings and descriptions. It also covers new and relevant security vulnerabilities. (5) The
OWASP Top 10, 2017 [14][15]. This release reflects the changes in web security threats and provides
updates on security vulnerabilities. It is worth noting that OWASP continually updates its Top 10 list to
reflect changes in software security threats. The latest version of the OWASP Top 10 is currently the
OWASP Top 10 2021 [16].

The following are the most important parameters that can be used as an OWASP Top 10 2021 guide
to identify and then select appropriate vulnerability assessment tools. These settings can be configured
in the tools using a plugin to add this specific testing requirement. Based on these selected parameters,
we provide a comparative analysis of vulnerability assessment tools. The following are some randomly
selected web application vulnerability assessment tools that provide the comparative analysis needed
for tool selection.

OWASP Top 10 vulnerabilities for 2021

01 02 04 05

Broken Access Cryptographic Insecure Security
Control Failures Design Misconfiguration

06 07 08 09 10

Vulnerable and Identification Software and ST KL [s]Tsl  Server-Side
Outdated and Data Integrity and Monitoring Request Forgery
Components Authentication Failures HTES

Failures

2 INFOSEC www.infosectrain.com

Figure 3. Top 10 OWASP 2021 Vulnerability Items

Vulnerability testing was conducted on https://yayasanxyz.org utilizing Beagle Security. The
objective of the penetration test performed by Beagle Security is to detect any existing vulnerabilities in
the application and assess the degree to which it can be compromised by an attacker. Beagle Security
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automates the penetration testing procedure under the oversight of human specialists. The platform
utilizes a systematic methodology, segmented into four steps, to detect all existing vulnerabilities in the
application under examination. The processes include vulnerability scanning, vulnerability exploitation
and penetration, report creation and manual verification, and final approval. Beagle Security upholds a
current repository of the latest vulnerabilities and test cases, guaranteeing the identification and
resolution of all potential security flaws in the application.

3. Results and Discussions

Penetration testing of the website revealed multiple security vulnerabilities that may be exploited
to compromise the site and its data. These vulnerabilities encompass the absence of the X-Frame-
Options header, the lack of a Content Security Policy (CSP) header, cookies established without the
'Secure' flag, the non-implementation of the HTTP Strict Transport Security (HSTS) header, the
discovery of a Google Captcha Key, information leakage within Exif data of images, Cross-Origin
Resource Sharing (CORS) configured with public access, the omission of the XContent-Type-Options
header, the failure to implement Subresource Integrity (SRI), web server fingerprinting, and the
disclosure of email addresses. These vulnerabilities can be exploited by hostile parties to access sensitive
data or disrupt website operations. It is very advisable that identified vulnerabilities be rectified
promptly. Ongoing penetration testing is crucial for ensuring website security. Due to the continual
evolution of websites, it is imperative to routinely assess for emerging vulnerabilities and confirm that
current ones are sufficiently mitigated. Consistent penetration testing aids in identifying emerging
threats and guarantees the website's security and reliability.

Table 1. Vulnerability Risk Results

TOP10 ID Name of Vulnerability Items Risk Results
A01 Broken Access Control Very Low
A02 Cryptographic Failures Low
A03 Injection Very Low
A04 Insecure Design Very Low
A05 Security Misconfiguration Medium
A06 Vulnerable and Outdated Components Very Low
AQ7 Identification and Authentication Failures Very Low
A08 Software and Data Integrity Failures Very Low
AQ09 Security Logging and Monitoring Failures Very Low
Al0 Server-Side Request Forgery (SSRF) Very Low

The research, which was carried out on October 7%, 2023, with the target https://yayasanxyz.org,
produced one item with medium-risk status and one item with low-risk status. Meanwhile, eight other
items had a very low-risk status. Medium-risk results occur on the security misconfiguration item, and
low-risk results occur on the cryptographic failure item. More complete results are presented in Table
1.

The findings indicate that the system possesses a minimal overall risk of being compromised by
most OWASP Top 10 vulnerabilities. Two vulnerabilities were cryptographic Failures (Low) and
Security Misconfiguration (Medium) pose any noticeable risk. Cryptographic Failures mean that the
low-risk rating suggests that cryptographic protocols need a closer review to ensure the system uses up-
to-date, robust data transmission and storage encryption methods. Security Misconfiguration means The
medium-risk rating here indicates that further action is necessary to review and tighten security settings,
patch any misconfigurations, and ensure security policies are correctly implemented and maintained.

These findings indicate that the system is generally secure, but the areas of cryptographic controls
and security configuration need additional attention to reduce potential risks further.
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Table 2. Results Problem Details and Recommendations

Problem ID TOP10ID Problem Details

Recommendations

411 A05 X-Frame-Options 1.
header not
implemented 2.
3.
4,
5.
4.1.2 A05 Content Security 1.
Policy (CSP)
header not
implemented
2.
3.
4,
4.1.3 A05 A Composer File 1.
Found
2
3
4.
5
4.1.4 A05 Cookie set without 1.
'Secure' flag
2

Determine the application or website that requires security
measures.

Incorporate the subsequent code into the web page header
to inhibit the page from loading within an iFrame: <meta
http-equiv="X-Frame-Options" content="deny">
If the program or website utilizes Apache, incorporate the
subsequent code into the htaccess file: Header always
append X-Frame-Options DENY
If the application or website use Nginx, incorporate the
subsequent code into the server configuration file:
add_header X-Frame-Options DENY;

Verify the modifications to confirm that the page is not
rendered within an iFrame.

Define the policy. The Content Security Policy (CSP) is a
security measure that helps protect your website from
malicious code injections. It is a set of rules that dictate
which sources are allowed to load on a web page.
Implement the policy. The CSP policy should be
implemented in the HTTP response header of the web page.
This can be done using the Content-Security-Policy header.
Test the policy. Once the policy has been implemented, it is
important to test it to ensure that it is working correctly.
There are various tools available that can be used to test CSP
policies.

Monitor and review the policy.

Check if the composer {le contains any sensitive
information: Run a grep command to search for sensitive
information such as passwords, API keys, etc. grep -rni --
include=composer.json‘password\|api_key\|secret\|token'/p
ath/to/project

. Check if the composer file contains any vulnerable

packages: Run a composer show command to list all the
installed packages and their versions.

. Update the vulnerable packages to the latest version: Run a

composer update command to update the packages to the
latest version.

Remove unnecessary packages: Run a composer remove
command to remove any unnecessary packages.

. Add a .gitignore file to the project root: Create a .gitignore

file to prevent any sensitive information from being
committed to the repository.

Verify that the Secure flag is enabled when configuring
cookies. The Secure setting directs the browser to transmit
the cookie exclusively over HTTPS connections, hence
complicating an attacker's ability to intercept the cookie.

. Consider using the HttpOnly flag when setting cookies. The

HttpOnly flag instructs the browser to not allow JavaScript

148
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Problem ID TOP10ID Problem Details

Recommendations

4.15 A05 HTTP Strict
Transport Security
(HSTS) header not

implemented
4.1.6 A02 Google Captcha

Key found
4.1.7 A02 Information

leakage in Exif
data of images
418 A05 Cross origin
Resource Sharing
Implemented with
Public Access

1.

2.

=

P WP N R~

to access the cookie. This prevents attackers from stealing
the cookie using Cross-Site Scripting (XSS) attacks.

. Consider using the SameSite flag when setting cookies. The

SameSite flag instructs the browser to not send the cookie
with cross-site requests. This prevents attackers from
stealing the cookie using Cross-Site Request Forgery
(CSRF) attacks.

. Consider using the Expires flag when setting cookies. The

Expires flag instructs the browser to only send the cookie if
it is within a certain time frame. This prevents attackers
from stealing the cookie if it has expired.

. Consider using a secure cookie store. A secure cookie store

encrypts the cookie data, making it more difficult for an
attacker to access.

Implement HSTS (HTTP Strict Transport Security) on your
web server: Header set Strict-Transport-Security "max-
age=31536000; includeSubDomains; preload".

Add the HSTS header to the server con{guration file.
Depending on the web server, this may be done in the
Apache con{guration file (httpd.conf) or in the site
configuration file (e.g. .htaccess).

. If the site is using HTTPS, add the HSTS header to the

HTTPS virtual host configuration.

. If the site is using a content delivery network (CDN) such as

Cloudfare, add the HSTS header to the CDN configuration.

. If the site is using a web application firewall (WAF) such as

ModSecurity, add the HSTS header to the WAF
configuration.

. Test the implementation of HSTS by using tools such as

Qualys SSL Labs or Security Headers.

Ensure that the Google Captcha Key is not stored in the
code.

Validate the Captcha Key.

Ensure that the Captcha Key is not exposed to the public.
Implement a secure Captcha Key generation.

Implement a secure storage for the Captcha Key.
Implement a secure Captcha verification.

Implement an access control mechanism.

Disable Exif data on server side.

Disable Exif data on client side.

Validate and sanitize user-uploaded images.

Ensure that all CORS requests are explicitly whitelisted in
the server configuration.

Ensure that the Access-Control-Allow-Credentials header is
not set to true in the server configuration.

Ensure that the Access-Control-Allow-Methods header is
set to an appropriate value in the server configuration.
Ensure that the Access-Control-Allow-Headers header is
set to an appropriate value in the server configuration.
Ensure that the Access-Control-Max-Age header is set to an
appropriate value in the server configuration.
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Problem ID TOP10ID Problem Details Recommendations

6. Ensure that all CORS requests are sent with the Origin
header set to an appropriate value.

7. Ensure that all CORS requests are sent with the X-
Requested-With header set to an appropriate value.

4.1.9 A05 X-Content-Type- 1. Incorporate the X-Content-Type-Options header into your
Options header not web application.
implemented 2. Configure your web server to include the X-Content-Type-

Options header.
3. Test the configuration.

4.1.10 AQ5 Sub-resource 1. Configure Sub-resource Integrity (SRI). SRI is a security
Integrity (SRI) is mechanism that allows browsers to confirm that resources
not implemented retrieved (such as from a CDN) are delivered without
and external unauthorized alterations.
scripts are not 2. Utilize HTTPS for Loading External Scripts. Alongside
loaded securely employing SRI to authenticate the integrity of external

scripts, it is imperative to guarantee that the scripts are
loaded safely via HTTPS. This guarantees that the scripts
remain unaltered throughout transmission.

4111 A05 Fingerprinting 1. Disable Server Header from sending the version number in
Web Server the response header.

2. Disable Directory Listings in the response.
3. Disable File Extensions in the response header.
4. Disable Error Messages in the response.
4.1.12 A02 Email Address 1. Validate user input. To ensure that only valid email

Disclosure addresses are accepted, all user input should be validated
using a regular expression to ensure that only valid email
addresses are accepted.

2. Sanitize user input. User input should be sanitized to
prevent malicious scripts from being injected into the
application. This can be done by using a library such as
HTMLPurifier to remove any malicious HTML or
JavaScript code.

3. Encrypt user data. To protect user data from being
disclosed, it should be encrypted using a secure algorithm
such as AES-256.

4. Mask user data. To prevent user data from being disclosed,
it should be masked to hide sensitive information. This can
be done by using a library such as PHP Mask to mask the
user data.

In Table 2, it can be observed that the security misconfiguration item with code A05 has worrying
risk results. This security misconfiguration consists of several detailed problems, namely the X-Frame-
Options header not implemented, Content Security Policy (CSP) header not implemented, Composer
File Found, Cookie set without 'Secure' flag, HTTP Strict Transport Security (HSTS) header not
implemented, cross-origin Resource Sharing Implemented with Public Access, and others.
Cryptographic failure items with code A02 also have risks that need to be corrected. In more detail,
cryptographic failure consists of Google Captcha Key, information leakage in the Exif data of images,
and Email Address Disclosure. More details regarding the problem can be seen in Table 2.

The primary AO5 risk 1D with 4.1.1 indicates that the X-Frame-Options header is absent from the
webpage. In the absence of the X Frame-Options header, the browser is unable to determine whether to
render the page within a <frame> or <iframe>, hence preventing the site from guaranteeing that its

150 DOI: https://doi.org/10.52435/jaiit.v6i2.397



https://doi.org/10.52435/jaiit.v6i2.397

JANT (Journal of Advances in Information and Industrial Technology)
Vol. 6, No. 2 Nov 2024, ISSN 2716-1935, E-ISSN 2716-1927

contents are not embedded in external sites. This vulnerability results in numerous attacks, such as
Clickjacking. Recommendations are shown in Table 2.

4. Conclusion

This research shows that with a vulnerability assessment, several weaknesses in social institution
websites can be identified, namely, security misconfiguration items with code A05 and cryptographic
failure items with code A02. The latest version of the OWASP Top 10 2021 also has the advantage of
being up-to-date with the gaps that are most often found in most information technology applications.
The latest version of the OWASP Top 10 2021 can also provide recommendations that are more updated
than most information technology applications.

This research produced several recommendations, namely, the need to repair security
misconfiguration items with code AO5 on nine detailed problems and cryptographic failure items with
code AQ2 on three detailed problems. By addressing these 12 problems, it is hoped that information
security risks can be better controlled. Online zakat and alms transactions in the XYZ foundation are
also more secure.

This study has limitations that can be developed in the future. For example, monitoring the repair
of further information security gaps in the XYZ foundation. Thus, after the repairs, the vulnerability test
can be repeated until the test results are better. All items in the OWASP Top 10 2021 had very low-risk
status results. It is also necessary to develop information security testing using a vulnerability test
framework other than OWASP TOP 10 2021.
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